CYBER
INSURANCE

MNpooTtarevovtag 10 Wnpiakd MEAov

>UpQwva PE TIG CUYXPOVEG AVAYKEG aOPANIONG NMOU NPOKUNTOUV and Tnv TEXVoAoyikn avdanTtugn, n Altius Insurance Ltd
€UNAOUTICEI TNV YKAPA TNG PE TO AoPANICTIKO NMpoidv acpdliong KuBepvoxwpou.

FIATI EINAI ANAPAITHTO ENA AZ®AAIZTIKO MPOION AZ®AAIZHE KYBEPNOXQPOY

2Tn oUyxpovn €M0xnN, Ol YNPIAKEG CUVAANAYEG anoTeAOUV TN BAcIKOTEPN PEBODO TNG OIKOVOUIKNG OpacTNPIOTNTAG, UE ANOTEAECHA
N ac®AAEId OTOV KUBEPVOXWPEO Vva €ival nio anapaitntn and noTté. Zuvdaua, ol KUBEPVOENIBECEIG NAYKOOUIWG NAPOoUCIA{ouV CUVEXN
augnon Ta TeAeuTaia xpdvia, ennPedZovtag T6o0 opyavioUoUg 60O KAl JEUOVWHEVA ATOMA.

2E NOIOYZ ANEYOYNETAI
€ 0NV TWV EI0WV TIG EMIXEIPACEIG KAl 0pyaviopouq (e§aipouvTal ENIXEIPACEIG QUENPEVNG EMIKIVOUVOTNTAG).

TI KAAYNTEI TO ZXEAIO EMIMOPIKHZ KAAYWHZ - COMMCYBER

E=OAA IA ANTIMETQMIZH NEPIZTATIKQN
MepiapBdvel €E0da avTIHETWNIONG NEPICTATIKWY, NAPARiacng EUNICTEUTIKOTNTAG, NapaBiaong npooTaciag TnG ISIWTIKAG {wNg
1 napaBiaong NG acPAAEIAG CUCTNPATWY NAEKTPOVIKWY UMOAOYICT®V.

Ti KaAUNTEL:

* Evroniopo kai nepiopiopd Tng napaBiaong

* AvdAuon Tou nePIoTATIKOU

* Kataypagn kai diathpnon anodeIKTIKWY CTOIXEIwV
* Texvikn unooTnpIEn kal anokatdoTacn

* Algpelvnon ano €101KoUG TNG KUBEPVOACPAAEIAG
* Enava@opd dedopévmwy Kal AEIToUpYInV

* NopIkn unooTtApIEn Kal KavovIoTIKA CUMPOP(WoN
* ZUMBOUAER VIO VOUIKEG KAl KOVOVIOTIKEG AMNAITNOEIG
* Alaxeipion €100MNOINCEWV NPOG APXES KAl NEAATEG
* Aiaxeipion dnPosiwv OXECEWV KAl ENIKOIVWVIAG

* [pooTacia eAung eTaipeiag

* ZTPATNYIKA ENIKOIVWVIAG yia neAATeg kar MME

* KédAuyn kdoTOUG andkpiong

* APOIBEG EIOIKWV KAl VOUIKWOV

*’EE0Da anokatdoTaong Kal EMKOIVWVIAG

E=OAA ANOKATAZTAZHX AEAOMENQN
MepihapPaver kKAAuwn yia €50da Nou NPOKUNTOUV WG ANOTEAECUA Napafiacng TNG AoPAAEIAG TwV CUCTNPATWY TOU ACPANICHEVOU.

TI KAAUNTEL:

Texvikn Anokatdotaon

* Enavagopd dedopévwy, avaktnon n avadnuioupyia XapEvwy N KAaTECTPAPUEVWY OESOPEVWV AOYW €niBeong.

* Eniokeun kal anokatdotaon cuoTnudtwy — AnokatdoTtacn unodouwy cloud kai AoyiopikoU.

*’Epeuva Kal avdAuon yn@iakwyv OeS0PEVWY, JE oKond Tov evtonioud kal Tn dlaxeipion kKuBepvoeniBEéoewy - EEEtaon and €101koug
yla va evtonioTel n aitia kal n éktacn Tng napagiaong.

* Evioxuon ao@dAeiag - Eykardotaon enmnAéov PETpwy NPOCcTaciag yia TNV anotponn PEANOVTIKWY ENIBECEWV.

OIkovouIKéG EnInTwoelg
‘EE0da diaxeipiong Kpiong - ZupBoUAEg enikoivwviag, PR kal diaxeipion TNG AUNG TNG €TAIPEIAG.

E&eI10IKeUPEVEG YNINPEDIEG
Mapoxn NIoTwTIKNG NnapakoAoubnong - KAAuwn e£6dwV yia UNNPECIEC NPOOTACIAC TwV ENNPEAOUEVWVY NEAATWOV and meavh andtn
(credit monitoring).

EKBIAZMOZ
MepidapPBaver ¢nuid nou npokuntel egaitiag ekBiacuol Tou ac@PaANICPEVOU ouvenegia cupBdvTog napaBiaong Tng IBIWTIKOTNTAG,
EUNIOTEUTIKOTNTAG N ACPAAEIQG.

TI KAAUNTEL:

Ynnpeoieg dianpayudTeuong ransomware - BonBeia and €18ikoug yia ni@avin avdktnon SEQ0PEVWV.

AnonuIWOoEIG yIa XpNPATIkG nocd nou kataBaAovTal wg AUTPa, o€ NaPARATEG KUBEPVOXWPOU (TOUG ANOKAAOUPEVOUG XAKEPG)
yla Tnv anokatdotacn Tng Npooaocng o€ kpiolpya OedoPEVA N CUCTAPATA KAl TNV ano@uyn d1appong OESOUEV®V.

AIAKOIMH EPTrAZION

MepidapBavel kAAuwn yia Znuid Tou acPalicpEvou and dIapuyovTa KEPSN AOyw:

1. aduvapiag xpnong dedopevwy EQITIAG KATACTPOPNG N KPUNTOYPAPNONG TOUG.

2. TnG peiwong TnG SIABECINGTNTAG TWV JNXAVOYPAPIKWY CUCTNPATWV A TwV OEDOPEVWY TOUG WG APECO anoTEAEoUa napaBiaocng
NG aopdAeiag e&armiag KuBepvoeniBeong.

TI KOAUNTEL:
Alapuyodvta k€pdn - Anodnuinon yia Tn dlakonnh Aeitoupyiag Adyw KuBepvoeniBeong yia diIdoTnud €wg 12 UNVwv.



NOMIKH EYOYNH TOY AZOAAIZMENOY

MepdapBdvel KAAUWN yia ¢npid o€ nepinTwon cupBdvTog napaBiaong Tng IBIWTIKNG {wNAG

N TNG EUNICTEUTIKOTNTAG MOU EXEI WG ANOTEAECHA:

a) Tn ETAdoon KakOBoUAoU AoyIoUIKOU,

B) Tn un g&ouciodoTnuévn kataoTpoPn, aAhoiwon, diaypadn N KPUNToyPA®non Twv OEOOUEVWV TPITWV,
y) Tn pn €EouciodoTnuévn dpvnon NAPOXNG UMNPECIWY MOU CTPEPETAI KATA TPITOU.

Ti kaAUnTEL
* ANodnuIWOEIG YIa TN VOUIKA euBUvn Tou acpaNiopévou €€ artiag cupBdvTog napafiaong IBIWTIKAG {wNAG.
“EE0da e1d0noinong NEAATWV.

PYOMIZITIKEZ KYPQZEIX

2 € nepinTwon napafiacng NpooTaciag NPOCWNIKWY SESOUEVWV.

Mapéxete KAAUYN yia

* MMANpWPN NPOCTIHWY KAl KUPWOEWVY Nou eniBAAovTal and pubuIoTIKEG apxEG AOYw napafiaong vOUwV NEPi NPOoTaciag
OEDOPEVWV.

* Nopikd €€0da yia Tnv unepdonion TNG ENIXEIPNONG £vVAVTI KAVOVIOTIKWV EPEUVWY N OIVEEWV.

*’EE0da cuppOpPwoNnG PE PUBUICTIKEG ANAITACEIG JETA TNV NapaBiacn, 6nwg kGoTn yia BEATIwWoN PETPWV ACPAAEIQG.

* Aiaxeipion epeuvwyv and KUBEPVNTIKEG N EMNONTIKEG APXEG Nou eEETAZoOUV Thv napdpaocn.

E=OAA PCI (PAYMENT CARD INDUSTRY)
MepdapBavel Ta KGOTN KAl TIG CUVENEIEG NMOU OXETICOVTAI JE PN CUMPOPGWon N napafiacn deS0UEVWY NOU APOPOUV
NICTWTIKES/XPEWOTIKEG KAPTEG.

Ti kaAUnTEL

* MpdoTipa & noivég PCI DSS - KaAuywn Twv npooTipywy nou eniBdA\ouv ol ndpoxol nAnpwpwv (VISA, MasterCard K.An.)
AOyw napaBiaong OEQOPEVWY KAPTWV.

*'EE0Oa YnPIaKAg €peuvag e okond Tov evioniond kal Tn dlaxeipion KUBEPvVOoeNIBESewY - Alepedvnon and €101koUg yia va
evTonioTel NWG €yIve n napaBiaon kai av Tnpouvtav Ta npétuna PCI DSS (ta npétuna PCI DSS eival npdtuna ac@dieiag
yia TNV NPOcTACia TwV SEQOUEVWYV TWV KATOXWV KAPTWV).

» Kéotn enavaniotonoinong (PCl Re-certification) Edv n enixeipnon xdoel Tn cuppdp@won pe 1o PCl DSS, 10 acpaNioTApIo Pnopei
va KGAUYEI TO KOOTOG €Nava@opdg kal MoTonoinong.

* ANoZnpINCEIG NPOG TPANELZEG KAl CUVEPYATEG - KAAUWN KOOTOUG yia TNV anodnpionon Twv TPANe(wY Kal TV NAPOXwWV NANPWH®V
nou unéoTtnoav ¢nIEG and Tn d1appon SESOPEVWV.

*'EE0da €100n0inong nEAATWV - Evnuépwon Katdxwv KApTwV Kal NPoo@opd UNNPECINV npooTaciag and andreg
(credit monitoring).

TI AEN AZOANIZETAI

Agv aopalidovTal Kupiwg:

* BioueTpikd dedopéva

* ZwpaTikEG BAGREQ

* OIKOVOUIKEG ANWAEIEG ENIXEIPACEWV

* ZupBaTiKA UNoxpEéwaon

* Kabnkovra dieubuvtwv

* AlokpioEIg

* AVEVTIUEG NPAEEIQ

* HAekTpOUayVNTIKO

* [paKTIKEG anacxoAnong

* KuBepvnTikn evToAn

* Ynodopuég

* ApepeyyuoTnTa

* Padievépyeia

* Eupeaitexvia

* PUOIKOG KivOuvog

* [ponyoUpEeveG NPAEEIG

* YAIKEG NUIEG

* ZUVOEDENUEVO PEPOG

* Kupwoeig

» Kataotatikég napaBdoeig

* Tpopokpartia kar NoAImKn Bia

* Kepdhaia tpitwv

* ABEUITEG Kal NAPANAAVNTIKEG MPAKTIKEG

* Mn g&ouciodoTtnuévn napakoAoudnon

* MoAepog

* ®Bopd

H Etaipeia dev napéxel kAAUWN ouTe eival unelBuvn yia Tnv NANpwun anonpiwong oTo JETPO NMOU N NAPOXA AUTAG TNG KAAUWNG N
nAnpwun anodnuincong 6a ekB€cel Tnv ETaipeia oe kUpwon, anaydpeucn n NePIoPIoPo nou eniBAANeTal and ano@dceig Tou
OpyaviopoU Hvwpévwv EBvwv n and eunopikEG KUPWOEIG, VOUOUG N Kavoviopoug Tng Eupwnaikng Evwong, Tou Hvwpévou
BaaoiAeiou N Twv Hvwpévwy MoAITeiwv AUEPIKNG.

MeploodTePEG NANpoPopieg ota ypageia Tng Altius Insurance Ltd.

ARtiusInsurance
>ko6na 8, 1075 Aeukwaoia T.6. 26516, 1640 Acukwoia, TnA.: +357 22379999

customer_service@altiusinsurance.com.cy
www.altiusinsurance.net




